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We now live in the digital age...

We now live in the digital age and all or most paperwork is now in an 
electronic format. Information and paper can now be stored in a digital 
format. It can be easily accessed from any terminal in the organisation, 
subject to the organisation’s rules of access. This information can also be 
accessed from outside the organisation.

The Companies Bill of 1 April 2011 allows all company records to be in 
electronic format. Electronic information allows us to move information 
around the office or even to the clients and back quickly and efficiently. It 
also gives us the ability to access it from anywhere, anytime and anyplace.

A major factor in this process is how we handle electronic or digital 
signatures. For example, I’d send my client an e-form, my client signs this 
for electronically and it’s sent back to me. My client’s signature must be 
secure and stand up in a court of law.

What Is A Digital Signature?
A digital signature is an electronic signature that can be used to 
authenticate the identity of the sender of a message or the signer of 
an electronic document, to ensure that the original content of the 
message or document that is sent is unchanged. Digital signatures are 
easily transportable, cannot be imitated by someone else, and can be 
automatically time-stamped. The digital signature must have the ability to 
ensure that the original signed message cannot easily be repudiated.

The Legal Situation In South Africa
The Electronic Communication and Transaction Act was promulgated 
in 2002 and caters for digital signatures. In this, provision is made for 
the legal recognition of electronic signatures. The Act does not prescribe 
what type of technology must be used. Examples of electronic signatures 
include an individual’s typed name at the end of an e-mail or a scanned 
image of a handwritten signature embedded into a Word document. The 
Act also creates special types of electronic signature known as an advanced 
electronic signature (AES). 

How  Would this Work in Practice?
You would send out electronic documentation when you attach your 
signature to a document. The signature means that the signer has signed 
the document and is in agreement with the contents and cannot repudiate 
that he has signed. The document electronically signed, can be accepted as 
the original and can be transmitted electronically to various other parties. 
There are various levels of authentication depending on the nature of the 
document.
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